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“The Role of Knowledge Management in Confronting Social
Engineering in the Saudi Banking Sector: A Proposed Model”

Researcher:

Alhobibi Mubark Alhobibi
Abstract:

Knowledge management is considered a practical framework that aims to improve the organizational performance and
competitiveness of the organization. Knowledge management processes and activities are considered the backbone for
achieving this goal, which focuses on the human element, strategies, technology, and operations. This is what makes the
human element the main driver of these processes, in which exposure to social engineering is a risk. It is major in subverting
the goals of knowledge management, which is a crucial factor in understanding and preventing these risks, through analyzing
and directing human behavior, and developing tools and practices that contribute to enhancing awareness and protection
against fraud and manipulation attempts, ensuring the construction of an integrated security system that takes into account
the complex challenges of the digital age. The role of knowledge management is highlighted in collecting, analyzing and
distributing the information necessary to understand and address these risks, and to enhance safety in the sector. Therefore,
the study problem can be formulated as follows: What is the role of knowledge management in confronting social engineering
in the Saudi banking sector: as a proposed model?

The study used the case study approach and the descriptive survey approach through the questionnaire tool to answer the
study question, and the sample population was the Saudi banking sector, where the survey sample amounted to (52)
individuals from the Saudi banking sector officials in the current year (1445 AH). The study reached results such as: There
is a high appreciation for the importance of knowledge management in this sector, especially with regard to providing safety
and protection systems, attracting experts to achieve excellence and leadership, and adopting accurate control strategies.
These results indicate the critical role that knowledge management plays in enhancing security and efficiency in the banking
sector. There is high agreement on the importance of awareness of social engineering and cybersecurity threats in this sector,
especially with regard to the risks of making personal data available on websites and using original programs and trusted
sites to download files. In light of the results, the study recommended several recommendations that could contribute to
increasing the role of knowledge management in confronting social engineering in the Saudi banking sector and the
importance of enhancing awareness and training so that employees in the banking sector have periodic training on how to
deal with social engineering attacks. This can include identifying common fraud patterns and how to deal with them, and
having continuous cooperation with the competent authorities in the field of security and social engineering. This can include
sharing information and updates about new threats.

key words: Knowledge management - Social engineering - Knowledge management processes - Financial fraud - Banking
sector.
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